
                       Don’t Become a Victim to a Scam     

You may have read the article in the Greendale Patch about a Greendale resident who met a man online. They 

were in communications until the resident decided to call the Greendale Police to report that their relationship 

may have been a romance scam. The woman ended up giving the man $24,000 according to police logs.  

Then there’s the Madison-area physician who worked for various telemedicine companies who pleaded guilty 

recently to Medicare fraud by placing orders for unnecessary medical braces for Medicare recipients. The 

doctor was identified when seniors called the Wisconsin Senior Medicare Patrol with concerns when charges 

for unwanted braces showed up on their Medicare billing statement. 

These days just about everyone has received phone calls, texts and emails that sounded too good to be true. 

Today scams are everywhere, and not surprising, older adults are often the target. 

Today we’ll talk about fake e-commerce websites, phone and email scams. And, we’ll share tips on how to 

avoid being scammed as well as resources and organizations you can contact if you become the victim of a 

scam. 

We’ll start with fake e-commerce sites. If the discounts on the site are too good to be true, they probably are. 

Be sure to verify that the store’s phone number and address are legitimate so you can contact the seller in 

case of any issues. Only provide your billing information and shipping address and be wary of sites that ask for 

personal information. Use a credit card or check for the best fraud protection. 

Next up we’ll focus on fake Amazon and Apple fraud alerts. Scammers often call with an automated 
message pretending to be from customer service. They may tell you there was a fraudulent charge or 
suspicious activity on your account. Then they may ask you to "Press One" to talk to a service representative. 
Do not press 1 or call the phone number they give you. Scammers want to connect you to their service rep so 
they can ask for your account logins, passwords, credit card number and other sensitive information in order to 
get your money. Check your credit card account. If you see a charge you don’t recognize, file a dispute with 
your credit card company immediately. 

You probably have received mail and/or phone calls from organizations asking for charitable donations. Do 

not trust your caller ID and assume that the call is from a legitimate charity. Ask for the charity’s exact name, 

web and mailing address and don’t rush into donating. If the caller says you have donated before, stop and 

check. Remember it’s safest to donate by credit card or check. Do not pay by money order, wire transfer or gift 

cards because there is little recourse to recover your money in case of fraud. Reputable organizations that can 

help you research charitable organizations include the Better Business Bureau Wise Giving Alliance, Charity 

Navigator or CharityWatch. 

Now let’s talk about phone scams including both phones that are connected to a land line as well as cell 

phones that receive text messages. Across the U.S., $86 million was reported lost in 2020 from frauds 

originating in scam texts according to the Federal Trade Commission. In the September 2021 AARP Bulletin, 

they reported that phone scammers often hire professional sounding speakers to make their robocalls more 

convincing.  

Please be on the lookout for these additional scam calls: The caller might say something like, “Your grandson 

is in jail and you need to send money to bail him out” scam.  Or the scam where you get a message on your 

computer that it’s infected, just pay us to repair your computer.  And the scammers end up getting control of 

your computer and access to your bank accounts.  

If you don’t recognize the caller’s name or phone number, don’t pick up. The caller can always leave a 

voicemail or call you back later. If you do pick up a call and suspect it’s a scam hang up immediately. If the 

caller asks you to push a button or asks you to say YES in response to a question, again just hang up! 



With cell phone texts, often a sender will use emojis, such as a smiley face which is something legitimate 

companies rarely do. And, they may list a website link that is not associated with the company’s name. The 

website address will often look suspicious by using an odd combination of numbers and letters.  

They may also use all CAPITAL LETTERS to grab your attention which again is less common in legit texts or 

emails. Another obvious give-away that a text or email is fake is when they use poor grammar and don’t pay 

attention to punctuation, spelling and word choices, such as using FedX instead of FedEx.  

Offering an unusual amount of money for a simple task, such as putting a product logo on your car for $1000 

per week is a case of too good to be true! If that was truly the case, lots of us would gladly sign up. Often the 

author of the email or text will ask you to click on a link to learn more about this once in a lifetime deal. Clicking 

on the link may install malware or a virus on your computer which could compromise your personal and 

banking information. 

If the language in a text says something like URGENT - YOU NEED TO TAKE ACTION IMMEDIATELY. Take 

a pause and don’t respond or you may make a mistake that will take time and even money to untangle. 

Remember only give out personal or financial information when you’re confident the caller is legitimate. 

You may be thinking, what should I do if I have questions about a potential scam call or email or you’re the 

victim of a scam. There are resources and organizations with experts who are available to help you. Below are 

a few reputable organizations you can contact. 

Call the Greendale Police Department at 414-423-2121. 

Call the AARP Fraud Watch Network Helpline toll-free at 877-908-3360.  

Report telephone scams online to the Federal Trade Commission at ReportFraud.ftc.gov or call 1-877-382-

4357. The FTC is the primary government agency that collects scam complaints. To learn more about scams 

check out this link https://www.consumer.ftc.gov/articles/phone-scams#report  

If you have a concern about a Medicare scam, call the Wisconsin Senior Medicare Patrol at 888-828-2611 

or email them at smp-wi@gwaar.org You can also follow them on Facebook 

@WisconsinSeniorMedicarePatrol. 

If you’re interested in hosting a virtual training on Senior Frauds and Scams you can call ERAS Senior 

Network in Milwaukee County at 414-488-6500. 

The source of this information includes AARP, the Better Business Bureau, the Federal Trade Commission, the 

Greendale Patch and the Wisconsin Senior Medicare Patrol. 
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